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We reached out to our global customer base
with an |oT survey between September 2019
and December 2019. We got 2,015 completed
questionnaires, primarily from engineers of
loT solutions, in 67 countries.

This report presents key findings from our survey.



Participation by region

Below are respondents per region,a
total of 2,015 submissions received.

E e -7 SV
] Americas 724
I APAC 299

- Not specified 114

Gender Demographic

Out of the 1,831 participants
who disclosed their gender.

w 96% were male

* 4% were female
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1. Out of the following,
what do you feel is the
most important aspect
to consider when
developing loT solutions?

Our latest survey shows 47% people

consider data security and protection

the most important aspect when

considering loT solutions (dropped

by 5% compared to last year’s

results). Suppliers and developers

are more vigilant than ever before vty
and working hard to implement the
best possible encryption and security
technology to make their solutions
uncompromisable.

47%

Communication reliability still remains
the second biggest concern; loT means

. . Communication
connected devices and connection i reliability
reliability can’t be overlooked.

23%

Ecosystem
Edge device

reliability
° Ease of data
13% review/analysis
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2. What is your key
concern regarding loT?

35% of respondents think security

is the major concern for any loT
implementation, mainly due to the
type of data collected from the things
(machines) and humans, which is very
sensitive & personal. We can expect
to see more and more encryption
everywhere. Businesses who initiate
loT projects treat loT security as their
top priority.
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3. What do you believe will B e
° © Transportation
be the top loT Industry in 16% ooy .

5 years’ time? Intellgence
22% 22% | swarr

We have a tie between Home indiztrial
Automation and Industrial Automation hutomation SIS
& Control with 22% being the top two

loT market verticals in the next 5 years.

This is not a surprise; we are already

surrounded by such smart devices in

our daily life, talking to smart speakers

(Amazon Alexa or Google Home),

relying on smart home appliances and

smart security to look after our house

when we are away.

Even in the lloT space, more and
more manufacturing facilities are
converting to full automation. From

robotic manufacturing and assembly,
to fleet management and predictive
maintenance in order to reduce
break downtime, all the way to end
customer delivery.



4. Did or do you use a
third party for any part of
your loT systems design?

Build vs Buy is a critical decision for
any business, both options have pros
& cons. The survey shows developers
still prefer to design a complete
edge-to-cloud & security solution
by themselves (46%), instead of
relying on third-party providers.
However, the “build” option has
dropped by 12% compared to last
year (dropped from 58% last year

to 46% this year).

Developers understand the critical
importance of an loT platform to
efficiently, securely and economically
support their loT applications, but
things are getting complex and
require a new skill set each time a
solution is being developed, which is
not always possible to find in-house.

Edge to
cloud
communication

Data o, N
center/ 30% t“ |
analytics

21%

Yes




5. Who do you believe
should own the data
gathered by edge devices?

User
who's
Security is the critical element in any data is
given loT implementation, industrial gathered
or consumer related. Questions

surrounding data ownership are 70%
always the topic of discussion - who

should own the data®

With no change in results compared

to last year, 70% of the users like

to own the data collected by the

edge device, rather than these being

owned by the loT solution provider.

However, 26% of respondents

indicated that they are happy with

the solution provider owning the

data collected, provided there are

regulations on how they

are stored and used.

Company
who
implements
loT system

26%

External
governing
body

4%



6. What one factor do _
you think would most | 7% | 199

accelerate the benefits oy
Of the IoT? Consumption Q;IOption 24%

public

o sector Need for
We hear about loT everywhere but gfitvaacy 32% 32%
the reality is the internet of things ) Policy 35% 359%
still has a long way to go; this is just Gonnectvly  Need
the beginning. Comparing the results i . Open Ease of Interoperability
from last year, interoperability (35%) S o ' . Standards  develobmegt ;;ﬁ;::’é‘s"'
and ease of development (35%) o i1 ' -

remain the two key accelerators for
loT implementation, and both are
directly connected to each other.
Forming the standard or protocols

to follow will make loT
implementation much easier;
machines and devices of all kinds

will be able to understand each other
and use collected data/information.
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/. How likely would your
company be to take on
the lead role of building
an loT product itself?

loT industry is growing rapidly

but still has to overcome a few

major challenges in security,

interoperability, connectivity and

data ownership. Nonetheless, the

industry seems to address these

challenges better than ever; we are

seeing more people having higher

levels of confidence to lead the loT

market. Last year the percentage of

respondents who said their company

is 76%-100% likely to take on the

lead role of building loT products

was 9%, while this year it jumped to

16%. Also we see a decrease in the

percentage of companies who were

less confident to contribute to the 75 onilfs
loT market (from 54% last year to 43%
this year), which means confidence in
the technology is increasing.

24%
51%-75%  76%-100%

16% 16%



8. What is the main
reason for your company
developing an loT solution?

loT is the trending technology; more
and more businesses would like to be
part of the revolution and ride the
wave. Survey results show that there
is great demand for loT solutions
and more businesses are tapping the
market. 33% of respondents agree
that more start-ups and innovators
are coming up with great ideas,
compared to 26% last year. Some
players, however, are just trying

to be part of the demand.

20%

To simplify

B and improve
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. CRM (ex. a3

9. Where would you galn 12% Salesforce.com) ”" '3
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the greatest value from i e
loT data? Oracle Sage, l

Microsoft)
loT devices collect a large amount o8
of useful data, which helps 30% o®”
businesses make critical decisions. 2 : : 1 i
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help businesses offer personalised
services online or in sectors such

to top the chart. In fact, it grew

by 6% compared to last year. 50% -
“Operations applications” includes

optimising the workplace and Operations

resources, reducing operation cost Arrliaes

and ultimately leading to business

profitability. Secondly, customer L

care applications will benefit the . g

most (with a share of 32% of survey

respondents). Gathered data can

as healthcare, retail and others. a
|




10. What programming
language do you use in
your loT devices?

Developers use several different
programming languages for

loT device embedded applications
such as C/C++, Java, JavaScript,
Python, and PHP to name a few.
According to the survey, C/

C++ remains at the top with 70%
popularity (increased by 8% since
last year), followed by Python (47%)
and then comes Javascript (22%).
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What programming
language do you use for
your loT cloud?

Similarly, for loT cloud development,
the most preferred languages

are Python, Javascript and Node.
Compared to last year, surprisingly,
Python gained popularity and wins
the race with 52% of respondents
preferring it (it was 32% last year)
and Javascript also climbed from

the third to the second position with
42% popularity (vs 27% last year). For
beginners and start-ups who are new
to cloud technology, Python is a more
productive language over Java and
easy to interpret with elegant syntax,
which makes it a very good option
for scripting and rapid application
development in many areas.

Node

42%

JavaScript

»

Python




12. What is your preferred
communication type
between edge devices
and the cloud?

loT is about connectivity and requires
different types of solutions to fit
different requirements, from short
range to long range connectivity.
WiFi connectivity stays at the top this
year with 67% popularity, due to its
long-range and throughput (thanks
to the latest low-power MCU with
integrated WiFi connectivity on the
chip). Bluetooth (BLE 5.0) has also
gained popularity and jumped to 35%
compared to 27% last year. There is
not much change in the popularity of
Cellular connectivity, however latest
5G technology would be the game-
changer in cellular connectivity.

38%
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2%

Other . =
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Single-board computers continue " _
to be the preferred platforms for : 5= 30%
building end products. Results show = -
54% of developers use single board “ Z el design
computers (such as Raspberry Pi, e — W e w2 )
BeagleBone Black, Arduino etc) » =
because they are ready-to-use,
help to accelerate time-to-market
and minimize development cost and
risk. Others prefer to use personal
designs (30% of respondents) or
development platforms provided \ Popular Single
by silicon vendors (13%). B

Computers

54%
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14. What Cloud Service
provider would you prefer
for your loT solution?

Looking at survey results, the

trend in the adoption of personal
cloud continues (30% of survey
respondents), which is not a surprise
any more. Businesses prefer to have
the ownership of and full control

on data, as there are no monthly
subscription charges, it is harder

to breach externally, it is faster and
can be accessed locally, which could
justify its popularity among survey
respondents. Public cloud services
are also not far behind in popularity,
Amazon AWS closely at 23%,
Microsoft Azure at 20% and Google
Cloud follows at 18%. IBM Watson
continues to struggle to get adoption
by loT developers (only 4%).




15. What do you believe
is the most common type
of sensor technology?

Sensors are an essential component
of 10T solutions; they are the eyes
and ears of a system, capturing
critical information from the
physical world and converting them
into signals that can be measured
electrically. With so many types of
sensors available, which types of
sensors are used more often in loT
applications? Based on the survey
results, environmental sensors are
the most common type (45% of
respondents) - used to measure
temperature, humidity, pressure,
gas etc. Motion sensors are the
second most commonly used

type of sensors in loT, according

to respondents (26%).

26%
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10%
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14% 14%
Yes Yes

Do you use Al in your e
. — Realit
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16%
19% Yes
Yes

Robotics Neural
Networks

Image
Classification

Based on the survey results, 49%
are already using Al in their loT
implementation, machine learning Yes
(ML) is the most used Al type with
28% popularity, followed by cloud
based Al (19%). However, 51% of
respondents are hesitant to use
Al because they are new to the
technology or seeking specialised
expertise on how to implement Al.

280 Cloud
0 Computing

/loT Big Data

Machine
Learning
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